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Abstract:

This paper displays a new idea for determining some regions of
an image for embedding .feature extraction will determine blocks of an
image by using Quad Chain Code (QCC) to collect the values of pixels
that are similar with each other in a block of size 8x8, and perform
number of operations on this block as following: apply Discrete Cosine
Transform (DCT), calculate the features ( number of zeros in DCT
coefficients), use the block that contains large number of zeros for
embedding based on features values. In the next step, shrink the
original image after removing the values of previous block and repeat
the above operation until no data exists with more similarity.
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1. Introduction

Information hiding is a way that prevents the detection of
hidden message; the secret message is embedded in some
regions of an image (cover) according to many algorithms and
different techniques [1] .A picture is worth a thousand words.
Human beings are able to tell the story from an image based on
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what they have seen. Computer program is able to discover
semantic concepts from images. The first step for a computer
program in semantic understanding, however, is to extract
efficient and effective visual features and create models from
them rather than human background knowledge. So we can see
how to extract an image with low-level visual features and what
type of features will be extracted to play an important role in
different tasks of image processing. The most common visual
features include color, texture and shape, etc. [2]. Feature
extraction includes the image features to a distinguishable
degree. Average RGB, Color Moments, Co-occurence, Local
Color Histogram, Global Color Histogram and Geometric
Moments are used to extract features from the original image.
Feature matching, on the other hand, includes matching the
extracted features to return results that display visual
similarities [3]. The extraction task converts rich content of
Images into several content features. Feature extraction is the
process of creating features to be used in the selection and
classification tasks. Feature extraction is most critical because
the particular features made available for discrimination
directly affect the effectiveness of the classification task. The
end result of the extraction task is a set of features, generally
called a feature vector, which represent the image. The various
features currently used are shown as following:

General features: Application independent features
such as color, texture, and shape. According to the
abstraction, they can be divided into:

-Pixel-level features: Features calculated at each pixel, e.g.
color, location.

-Local features: Features calculated over the results of
subdividing the image band on the image segmentation or edge
detection.

-Global features: Features calculated over the full image or just
regular sub-area of an image.
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Domain-specific features: Application dependent
features such as human faces, fingerprints, and conceptual
features. These features are often a fusion of low-level features
for a specific domain [4]. In this paper we use number of zeros
as a feature for the image.

1.1 Chain Code.

Chain codes are one of the shape representations which are
used to represent a border of image by a linked sequence of
straight line segments of specified length and direction .This
representation is based on 4- connectivity or 8-connectivity of
the sections [5]. The 4-connectivity uses only vertical and
horizontal movements between adjacent pixels, whereas the 8-

connectivity also allows diagonal connections, the example as
shown in Fig. (1). [6]

Figure (1)
A. chain code for 4-conectivtiy B. chain code for 8-conectivtiy

The chain code of a segment can start at any pixel on the
boundary. It profits by finding the next adjacent pixel on the
boundary in a clockwise direction by save the direction (0-7) in
an output buffer, and then continuing the process from the next
pixel. When we reach at the starting pixel again, the chain code
is complete. The output buffer contains a set of direction values
which include the chain code itself, and from which the original
set of pixels can be recreated starting at any pixel position in an
image. As an example, a chain code for the region is shown in
figure (2).
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A. The chain code 4-conectivtiy=0,0,3,0,3,0,3,2,3,2,3,2,1,2,1,1,1,2
B. The chain code 8-conectivtiy=0,7,7,0,6,5,5,4,3,2,2,3
Figure (2) Example of chain code (clockwise)

1.2. Discrete Cosine Transform (DCT).

DCT methods are one of the popular techniques that are used
for feature extraction [7]. The discrete cosine transform is fast
and a good transformation. It has an excellent compaction for
highly correlated data and gives good settlement between
information packing ability and computational difficulty [8].
DCT is the most commonly used transform in the image
processing applications for feature extraction. The method
includes taking the transformation of the whole image and
splitting the relevant coefficients. The DCT of an image
basically involves three frequency components that is low,
middle and high each having some detail and information in an
image. The low frequency in general contains the average
intensity of an image [9].The number in zeros of DCT
coefficients transform important feature of the image .In this
paper, will be equip some regions of the image to embedded
payload secret message depending on DCT block coefficients
that contains high number of zeros.
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2. The proposed system
The proposed system as illustrated in Figure (3) is the extract

features (number of zeros) from the image depending on (QCC)
Quad Chain Code and (DCT) Discrete Cosine Transform.

Input Image

Apply Quad - Array of I'-:ixl-els !Alith
Chain Code 2> More Similarity
Size 8% 8
n ¢
Apply DCT
Transform
Extract Features
(Number of Zero)
If
Feature > YES_| Mark the Block
“] for Embedded
Threshold or Emhedde
YES ¢ NO J‘
If There Exist Setof Chain
Data with | €—] Shrink Image < Code and Start
More Similarity Point
NO
> Exit

Figure (3) the proposed system block diagram.

There are several steps to extract features from image in the
proposed system, it consist of:

2.1. Read input image.
The image will be converted to gray level image (0-255) value.

2.2. Apply Quad Chain Code.

In this paper we are using the 8-connected FCC (freeman chain
code) each code can be considered as the angular direction in
multiple of 45 degree that we must move to go from on contour
pixel to the next. The Proposed method is that we will develop
the chain code by using Quadruple pixel (vector of 4 pixels), and
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find the chain code for image depending on one of the measures
similarity that is used to find alike two vectors Adjacent. Figure
(4) show an example that illustrates how the Quad chain code
computed in image.

sat 1| 2 |34 5|67 [8]9]10
M3, 1| 109,70 | 105570 | 55533 | 3pc 1
2 27 2 | 2f20| 20 20 1] 5] 272

TRe7 | 3gq1 | Mgef0 | 3501 | 10.] 70
3 Tpe ! | gy g0 | Sggl | 1G4

426 |22 20]20] 2321210
5 14,80 | 3. | 09,31 | 1104, | 35,4
6f 51 7 [ 25 [20fon]| 34 [2]>
7 gy [ 19170 | o101 | 3pia1 | 10500
8 2 2 |20 22| 2] 2225
9| 125,33 | 3yt [ 10570 | 1070 | 15}
10( 27 |55 | 2 [ 1 |20[210] 20210 3 | 29

The first quad chain code in location (1,1)=7,6,7,0,1,3,2
The blocks = B1,B7,B12,B18,B19,B15,B9,B5
The second quad chain code in location (1,2)=0,6,6,5,7,0,1
The blocks= B2,B3,B8,B13,B17,B23,B24,B20
Figure (4). Quad chain code example.

2.3. Array of pixels with more similarity .
In this step we will be Collecting the quad pixels that were
extracted from the above step for equip block with size 8%8
.each quad pixel of the 8x8 block (16 Quad pixels,64 pixels) is
similar with each other. The similarity measures that can be
applied in the proposed system that is used to find alike values
between Quad pixel or blocks Quartet are:
(1) Cosine Similarity: If B1 and B2 are two Quad pixels
(vector), then

Cos(B1,B2)= (B1-B2)/ | |B1]|| | |B2|
Where * indicates vector dot product and || B | | is the length
of vector B .
For example let B1=(3,1,2,2) and B2=(3,1,2,5) then the cosine
similarity between B1 and B2 is:

B1 - B2=3*3 + 1*1 + 2*2 + 2*5= 24
| B1|| = (3%¥3+1*1+2%2+2%2)0.5 = (18) 0.5 = 4.242
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|| B2||= (3*3+1*1+2*2+5*5) 0.5 = (39) 0.5 = 6.244
Cos(B1,B2)=0.90610.
As long as the cosine similarity value is closer to 1 that mean
blocks is more alike and Vice versa.

(2) Extended Jaccard Coefficient (Tanimoto): If p
and q are two Quad pixels(vector), then

reg
T(p,q) =
P9 = T P —peq

2.4. Apply DCT Transformation.

DCT is the most commonly used transform in the image
processing applications for feature extraction. The method
includes taking the transformation of the image as an entire
and splitting the relevant coefficients. DCT performs energy
compaction. The DCT of an image mainly consists of three
frequency components namely low, middle, high each covering
some detail and information in an image. The low frequency
generally contains the average intensity of an image [9].
Mathematically, the tow dimension-DCT of an image is given
by :

| LIS 2x+1 2v+1v
F[u,u')=—C(n)C(\-‘)ZZj[.\'._\')co{m ‘jL }”}co{ﬁ( YT ]1}
4 AT 16 16

foru=0,...7 and v=0,....7

where C(k) = ‘,”\E fork=0
1 1 otherwise

in this step each block of the image is converted from spatial

domain to frequency domain .The first coefficient in this 2D-

DCT is known as the DC component, representing the average

intensity of an image, whereas the rest are the AC coefficients

corresponding to high frequency components of the image .
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2.5. Extract features.

In this step we will be extracting features on DCT coefficients
that were obtained from the above step. There are several
features that can be extracted. In this proposed system we will
be extracting feature from 2D-DCT (64 -coefficients) that
represents number of zeros in 2D-DCT transform.

2.6. Test feature with threshold.

In this step we will be checking the value of the feature that
was extracted above with threshold: if the Feature is larger
than the threshold then, the current block will be marked for
embedding through saving the index of the start location point
and stream of chain code in boundary of original image and
next, must shrink the original image. On the other hand if the
feature that was extracted smaller than threshold then the
original data must go to the next step, shrinking the image.

2.7. Shrink image.

In this step we will be shrinking the original image to discard
the block extracted from the above steps raw by raw.to explain
this process as shown the example in figure(4), the shrink
image will be in Table (1) after applying tow level of proposed
system. For each level was a cancel (8) Quad pixel (32) pixel.

Table (1) the image data after Apply Shrink process.

1 2 3 4 5 6 7 8 9 10
1 55 33
2 11
3 7 7 10 70
4 2 6 21 210
5 14 60 110 1
6 51 7 3 4
7 4
8
9 12 33 3 1 15 1
10 27 55 2 1 3 29
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2.8. Check image.

In this step we will checked the image if it contain 8X8 pixels
with more similarity depending on Quad chain code ,if it found
must go to step number 2.2 and so on. Another hand if the
1mage does not have 8x8 pixels with more similarity then must
finish algorithm.

3. Experimental results

Experiments of proposed method in this paper are performed on
6 color images with size 256 X256 as given in Fig.(5):

imagel image2

image3 image4
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image5 image6

Figure (5) Experimental images.

When apply the proposed system in this paper for each image
in the above figure when the threshold is (32). We get the
following results in Table (2).

Table (2) the Experimental images

Image No. of blocks | No. of mark | Similarity ratio | Time
block
Imagel 771 25 99% 2 sec
Image2 928 333 99% 3 sec
Image3 877 17 99% 3sec
Image4 1041 33 99% 3 sec
Imageb 751 13 99% 2 sec
Image6 1018 17 99% 3sec

6. CONCLUSIONS

This paper, presents a new idea for determine blocks of mage
that is more secure for hiding depending on chain code and
DCT. The proposed method is developing the traditional
freeman chain code to quad pixels of chain code that select
blocks of pixels with same similarity. The DCT coefficients are
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used to find features for each block depending on number of
zeros, the main contribution of this paper is:

1. The proposed system of this paper is more secure for
embedded secret message in marking blocks because of
the quad chain code that is used to determine regions
from the image for hiding.

2. Data with similar values will give large numbers of zero
coefficients after applying the DCT transformation. The
system uses this feature as a benefit for embedding.
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