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Abstract:

In this report the authors discussed the severe constraints and
demanding deployment environments of wireless sensor networks make
security for these systems more challenging than for conventional
networks. However, several properties of sensor networks may help
address the challenge of building secure networks. The unique aspects
of sensor networks may allow novel defenses not available in
conventional networks. Further, the authors investigate the security
related issues and challenges in wireless sensor networks. It identifies
the security threats, and review proposed security mechanisms for
wireless sensor networks.

It was explained the concept of LEAP supports the
establishment of four types of keys for each sensor node — an individual
key shared with the base station, a pairwise key shared with another
sensor node, a cluster key shared with multiple neighboring nodes, and
a group key that is shared by all the nodes in the network. Mote-class
versus laptop-class attacks - in moteclass (sensor-class) attacks, an
adversary attacks a WSN by using a few nodes with similar
capabilities as that of network nodes. There can be many potential
threats to WSNs; the categories of the threats could be (a) passive
information gathering, (b) subversion of node or insertion of a false
node, (¢) node malfunction, (d) node outage, (e) message corruption, (f)
denial of service, or (g) traffic analysis. In this type of attack an
attacker with a high radio transmission range (termed as a laptop-
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class attacker) and processing power sends HELLO packets to a
number of sensor nodes which are dispersed in a large area within a
WSN. Wireless sensor network (WSN) is a heterogeneous system
combining thousands to millions of tiny, inexpensive sensor nodes with
several distinguishing characteristics.

Security is becoming a major concern for energy constrained
wireless sensor network because of the broad security-critical
applications of WSNs. Thus, security in WSNs has attracted a lot of
attention in the recent years. The salient features of WSNs make it very
challenging to design strong security protocols while still maintaining
low overheads. In this paper, we have introduced some security issues,
threats, and attacks in WSNs and some of the solutions. Network
security for WSNs is still a very fruitful research direction to be further
explored.

Key words: network security, attack, network management, wireless
sensor, network

I. INTRODUCTION

In this report the authors discussed the severe constraints and
demanding deployment environments of wireless sensor
networks make security for these systems more challenging
than for conventional networks. However, several properties of
sensor networks may help address the challenge of building
secure networks. The unique aspects of sensor networks may
allow novel defenses not available in conventional networks.

Further, the authors investigate the security related
issues and challenges in wireless sensor networks. It identifies
the security threats, and review proposed security mechanisms
for wireless sensor networks.

II. REVIEW AND ANALYSIS

Wireless sensor network (WSN) is a heterogeneous system
combining thousands to millions of tiny, inexpensive sensor
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nodes with several distinguishing characteristics. It has very
low processing power and radio ranges, permitting very low
energy consumption in the sensor nodes, and performing
limited and specific sensing and monitoring functions designing
security protocols is a challenging task for a WSN because of
the following unique characteristics:

1. Wireless channels are open to everyone and has a
radio interface configured at the same frequency band. Most
protocols for WSNs do not consider necessary security
mechanisms at their design stage. Attackers can easily launch
attacks by exploiting security holes in those protocols.

2. The constrained resources in sensor nodes make it
very difficult to implement strong security algorithms on a
sensor platform due to their complexity.

3. A stronger security protocol costs more resources in
sensor nodes, which can lead to the performance degradation of
applications.

4. A WSN is usually deployed in hostile areas without
any fixed infrastructure. It is difficult to perform continuous
surveillance after network deployment.

Therefore, it may face various potential attacks. In this paper,
the authors discussed the most common security services for
WSNs. The paper was structured as follows. Then it focuses on
the critical security issues in WSN. After that, it explores
various threats and attacks compromising the availability of
network services. Finally, it reviews the related works and
proposed schemes concerning security in WSN. The security
issues in WSN of a wireless sensor network can be classified as
follows:

A. Data Confidentiality in networking 1is most
challenging task in network security. The major problem is that
radio spectrum is an open resource and can be used by anyone
equipped with proper radio transceivers.
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B. Data Authenticity is an assurance of the identities of
communicating nodes. WSN communicates sensitive data to
help in many important decisions making. Thus, it is very
important for every node to know that a received packet comes
from a real sender.

C. Data Integrity is to ensure that information is not
changed in transit, either due to malicious intent or by
accident. Thus, integrity is an assurance that packets are not
modified in transmission. This is a basic requirement for
communications because the receiver needs to know exactly
what the sender wants her to know.

D. Data Freshness all information describes a temporary
status of an object and thus is valid in only a limited time
interval. Therefore, when a node receives a packet, it needs to
be assured that the packet is fresh. Otherwise, the packet is
useless because the information conveyed in it is invalid.
Packet replaying is a major threat to the freshness requirement
in network communications.

E. Availability is an assurance of the ability to provide
expected services as they are designed in advance. It is a very
comprehensive concept in the sense that it is related to almost
every aspect of a network. The standard approach for keeping
confidentiality is through the use of selective forwarding,
multipath routing, etc. It was also explained the security
threats and attacks in WSN:

A. Security Threats a threat is a circumstance or event
with the potential to adversely impact a system through a
security breach and the probability that an attacker will exploit
a particular vulnerability, causing harm to a system asset is
known as risk. There can be many potential threats to WSNs;
the categories of the threats could be (a) passive information
gathering, (b) subversion of node or insertion of a false node, (c)
node malfunction, (d) node outage, (e) message corruption, (f)
denial of service, or (g) traffic analysis.
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According to Karlof, threats in wireless sensor network can be
classified into the following categories:

1. External versus internal attacks - the external (outsider)
attacks is from nodes which do not belong to a WSN. An
external attacker has no access to most cryptographic materials
1n sensor network.

2. Passive versus active attacks - passive attacks are in the
nature of eavesdropping on, or monitoring of packets exchanged
within a WSN. The active attacks involve some modifications of
the data steam or the creation of a false stream in a WSN.

3. Mote-class versus laptop-class attacks - in moteclass (sensor-
class) attacks, an adversary attacks a WSN by using a few
nodes with similar capabilities as that of network nodes. In
laptop-class attacks, an adversary can use more powerful
devices like laptop, etc. and can do much more harm to a
network than a malicious sensor node.

B. Attacks - wireless networks are more vulnerable to
security attacks than wired networks, due to the broadcast
nature of the transmission medium. These attacks are normally
due to one or more vulnerabilities at the various layers in the
network.

Attackers, intruders or the adversaries are the
originator of an attack. The weakness in a system security
design, implementation, configuration or limitations that could
be exploited by attackers is known as vulnerability or flaw.

Interruption is an attack on the availability of the
network, for example physical capturing of the nodes, message
corruption, insertion of malicious code etc. Interception is an
attack on confidentiality.

Modification means an unauthorized party not only
accesses the data but tampers it, for example by modifying the
data packets being transmitted or causing a denial of service
attack such as flooding the network with bogus data.
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Fabrication is an attack on authentication. In
fabrication, an adversary injects false data and compromises
the trustworthiness of the information relayed. Some of the
critical attacks are categorized as follows:

1. Denial of Service (DoS) - is produced by the
unintentional failure of nodes or malicious action. This attack is
a pervasive threat to most networks.

2. Sybil - attack is defined as a malicious device
illegitimately taking on multiple identities. In Sybil attack, an
adversary can appear to be in multiple places at the same time.
Sybil attack tries to degrade the integrity of data, security and
resource utilization that the distributed algorithm attempts to
achieve.

3. Sinkhole (Blackhole) - in sinkhole attacks, a malicious
node acts as a blackhole to attract all the traffic in the sensor
network through a compromised node creating a metaphorical
sinkhole with the adversary at the center. The main reason for
the sensor networks susceptible to sinkhole attacks is due to
their specialized communication pattern.

4. Hello flood - uses HELLO packets as a weapon to
convince the sensors in WSN. In this type of attack an attacker
with a high radio transmission range (termed as a laptop-class
attacker) and processing power sends HELLO packets to a
number of sensor nodes which are dispersed in a large area
within a WSN. In a HELLO flood attack, every node thinks
that the attacker is within one-hop radio communication range.

5. Wormbhole - attack is a critical attack in which the
attacker records the packets (or bits) at one location in the
network and tunnels those to another location. In the wormhole
attack, an adversary (malicious nodes) eavesdrop the packet
and can tunnel messages received in one part of the network
over a low latency link and retransmit them in a different part.
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There are also related works and security solution in WSN as
reviewed by the authors some of the popular security solutions
and combat some of the threats to the sensor networks are:

A. Security protocols for sensor networks (SPIN) was
proposed by Adrian Perrig in which security building blocks
optimized for resource constrained environments and wireless
communication. SPINs has two secure building blocks: (a)
sensor network encryption protocol (SNEP) and (b) nTESLA.

SNEP provides data confidentiality, two-party data
authentication, and data freshness. pPTESLA provides
authenticated broadcast for severely resource-constrained
environments. SNEP uses encryption to achieve confidentiality
and message authentication code (MAC) to achieve two-party
authentication and data integrity. pTesla is a new protocol
which provides authenticated broadcast for severely resource-
constrained environments.

In a broadcast medium such as sensor network,
asymmetric digital signatures are impractical for the
authentication, as they require long signatures with high
communication overhead. PTESLA solves the following
inadequacies of TESLA in sensor networks:

1. TESLA authenticates the initial packet with a digital
signature, which is too expensive for our sensor nodes. nTESLA
uses only symmetric mechanisms.

2. Disclosing a key in each packet requires too much
energy for sending and receiving. pyTESLA discloses the key
once per epoch.

3. It is expensive to store a one-way key chain in a
sensor node. pTESLA restricts the number of authenticated
senders.

B. TINYSEC - TinySec is link layer security architecture
for wireless network, which was designed by Karlof. It provides
similar services as of SNEP, including authentication, message
Iintegrity, confidentiality and replay protection. TinySec
provides the basic security properties of message authentication
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and integrity using MAC, message confidentiality through
encryption, semantic security through an Initialization Vector
and replay protection. TinySec supports two different security
options: authenticated encryption (TinySec- AE) and
authentication only (TinySec-Auth).

C. LEAP — a localized encryption and authentication
protocol (LEAP) Protocol is a key management protocol for
sensor networks. It 1is designed to support in-network
processing and secure communications in sensor networks.
LEAP provides the Dbasic security services such as
confidentiality and authentication. LEAP supports the
establishment of four types of keys for each sensor node — an
individual key shared with the base station, a pairwise key
shared with another sensor node, a cluster key shared with
multiple neighboring nodes, and a group key that is shared by
all the nodes in the network. LEAP includes an efficient
protocol for inter-node local broadcast authentication based on
the use of one-way key chains. Key sharing approach of LEAP
supports source authentication without precluding in-network
processing and passive participation. It restricts the security
impact of a node compromise to the immediate network
neighborhood of the compromised node.

V. RECAPITULATION AND CONCLUSION

Security is becoming a major concern for energy constrained
wireless sensor network because of the broad security-critical
applications of WSNs. Thus, security in WSNs has attracted a
lot of attention in the recent years. The salient features of
WSNs make it very challenging to design strong security
protocols while still maintaining low overheads. In this paper,
we have introduced some security issues, threats, and attacks
in WSNs and some of the solutions. Network security for WSNs
1s still a very fruitful research direction to be further explored.
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