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Abstract

Federated learning with edge computing and the internet of things (IoT) is considered for
energy-efficient privacy-enhancing cybersecurity. The upshot of the review is that federated learning
allows training of shared models without exchanging any raw data with the cloud and reduces risk of
leaks and improves privacy (in particular in multi-device settings where device capabilities and
network connectivity vary). The paper investigates how edge computing can support the placement of
intelligence near sensors and IoT objects to reduce response times and enable real-time security
responses (e.g., threats detection, anomaly identification). It differentiates between centralized and
decentralized /diffused learning methodologies, and improves understanding of the merits of
decentralized approaches for eradicating centralized single points of failure and enhancing attack
resilience, and the challenges of coordinating and harmonizing models. In conclusion, the paper
identifies promising research directions for future work in terms of the more pervasive use of
decentralized learning-based approaches for enhancing edge security for IoT systems.

Keywords: Federation learning, Edge Computing, Internet of Thing, Cybersecurity, Cross Device,
Decentralized Learning.

1. INTRODUCTION:

Cisco predicts that the connected IoT devices is anticipated to be around 75 billion by
2025 representing about 2.5 times the data generated in 2020, which was around 31
billion. Furthermore, IoT devices are increasingly equipped with advanced sensors for
various mass data sensing applications, such as smart industry [1], healthcare [2], and
UAV applications [3]. The current demand for time- and quality-sensitive IoT
applications is substantial, necessitating highly available and flexible infrastructure.
However, managing large, diverse, and decentralized IoT datasets while delivering
services at a fixed performance level using cloud infrastructure seems impractical. Edge
computing (EC) is an advanced architecture that brings cloud computing (CC) services
closer to data sources, reducing latency and bandwidth costs while enhancing network
flexibility and availability[4].Because of bandwidth constraints and privacy issues,
transferring local data to the cloud for centralized training is not viable. This has spurred
the development of so-called edge intelligence [5-6]. Al is expected to shift from the
central cloud to the network edge to utilize the computing capabilities of the devices for
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training models. To make sure edge data are kept secret and connectivity cost is
minimized, special ML techniques need to be adopted to perform learning at edge nodes
while protecting user data, i.e. This may be realized by a popular approach called unit
learning (FL). This scheme can be considered as a rigorous algorithm as well as a core-
edge computing design. Federated learning is characterized as a ML approach that learns
an algorithm from locally distributed data holds on numerous edge devices or servers
without data sharing [7-9]. Figure 1 illustrates the structure of the review article:

Compiitng aad loT Cylmrseoirity: An

swestigation

Fig 1. A Structure of Review Paper
2. FEDERATED LEARNING (FL):

First introduced by Google researchers in 2016, it emerged as a compromise between
connectivity costs, learning modeling power, and data privacy protection [7], [9-13]. It is
a distributed machine learning technology that trains models on the devices of users,
companies, or individuals under centralized supervision, without the need to exchange
local datasets. This ensures data privacy during the training process [14]. Its operation
consists of four steps: (1) The central server collects model gradients from clients, (2) it
compiles and updates the global model, (3) it sends the updated global model to clients,
and (4) clients continue training locally using their own data [14].

2.1. Structure

The structure of the federated learning consists of four layers refer to Figure 2. each with
a different function in the distributed learning mechanism [15].
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Fig 2. structure of the federated learning

EUROPEAN ACADEMIC RESEARCH - Vol. XIII, Issue 11/ February 2026
1337



Shahad Sharaf Aldeen Yahya, Dr. Essa Ibrahim Essa— Federated Learning Approaches for Edge
Computing and IoT Cybersecurity: An Investigation

a) Client/Infrastructure layer: This layer consist of the local devices and servers that
actively participate in the ML process. The devices provide their local data and learning
models to the central one [15]. A subdivision termed the Data Layer controls the local
data and learning models at this layer, whilst the data is being processed and security
stored on the single devices [16-17].

b) Network Layer: This is the layer responsible for the interaction of the devices, nodes,
local servers and assembly servers among the ML system [15]. And it applies advanced
channel coding to adjust a given data to the delay, to the congested channels and to a
number of communication protocols among which: 6G, 5G, Z-Wave, ZigBee, Wi-Fi for an
inter-exchange of data [16-18].

c) Aggregation Layer: Is the heart of the distributed system architecture that, integrates
local model to global model. The model assembly process is controlled by the central
assembly server. Different assembly methods define how the local models updates are
aggregated into the global model [16-17].

d) Application layer: this can be considered as the top layer where the global model is
adapted to the applications. It also comprises critical services including monitoring and
maintenance to guarantee the continual and dependable functioning of FL system [15-
17).

2.2. FL Taxonomy

Figure 3. illustrates the classification of unified learning and identifies its key
components as follows: data segmentation methodologies, degree of integration (across
isolated systems or across devices), and communication framework (centralized or
decentralized). When these components are integrated, a framework is created for
implementing unified learning across diverse applications, while considering data

protection and efficiency [15].

Scale of Data Partitioning Communication
Federation Architecture
Cross « Dovien Horlzontal Centrulized
Cross - Silo Vertical Decentralized
Ylnr;sfor

Fig 3. Federal Taxonomy

2.2.1. Coordination and Architectures: which are the participant nodes in the learning. It
consists of four basic entities: the learner, the employee, and the computing and
communication framework [19]. The learning process, which may be a high-level
computing unit, is carried out by the overall learning model and its components. It
handles customer interactions [20]. This may lead to a rejection of errors in the model
[21]. In unified learning, the customers are the devices or locations that contain the data.
Each customer selects a model based on its data, and then this model is sent to the

EUROPEAN ACADEMIC RESEARCH - Vol. XIII, Issue 11/ February 2026
1338



Shahad Sharaf Aldeen Yahya, Dr. Essa Ibrahim Essa— Federated Learning Approaches for Edge
Computing and IoT Cybersecurity: An Investigation

customer accordingly. Researchers then combine these research results to obtain a new

global model [22]. There is a basic operating style: centralized and decentralized [23].

a) Centralized architecture: This approach relies on a central server that collects model
parameters from all clients and builds a single global model by integrating these updates
[24].

b) Decentralized architecture: In this method, process management is not centralized.

Instead, multiple machines collaborate in a distributed manner to train the model. Each

machine/server must communicate with the other machines and perform model

integration locally [24].

2.2.2 Scale of Federation Learning

Federal learning schemes are categorized with respect to the number of users. According

to this, are divided into two:

a) Cross-Device Federations: These consortia utilize multiple small devices with
limited computing power. They comprise a larger number of devices (such as mobile
phones or IoT devices) that have limitations in processing and data storage capacity.
All participating devices contribute to training the global model [25].

b) Cross-Silo Federations: These consortia are used in large organizations that possess
vast amounts of data. This approach requires customers, and potentially
organizations, to have sufficient resources in terms of computing power and data.
This approach allows these organizations to collaboratively improve a global model
while maintaining the confidentiality of their original data, thus protecting privacy
and facilitating the use of aggregated data [26].

2.2.8. Data segmentation in federative learning is divided into three types [27]:

a) Horizontal Federated learning: This type is applied when datasets have identical

feature spaces but different sample spaces [28].

b) Vertical Federated learning: This type is applied when datasets have different feature

spaces but share the same sample space [28].

¢) Transitional Federated learning: This type is applied when datasets have different

feature spaces and different sample spaces [28].

2.3. Federated Learning Applications:

a) Federated Learning in Healthcare: It is used for its ability to securely handle sensitive
patient information across decentralized platforms. It has enabled the development of
personalized diagnostics, medical image analysis, and real-time patient monitoring [29].
b) Federated Learning in Finance and Banking: It has facilitated the creation of
collaborative models for fraud detection and the provision of personalized financial
services, reducing the risk of data breaches while improving service quality [16].

c) Federated Learning in Smart Cities: Its use has led to increased operational efficiency,
improved the standard of living for residents, and facilitated the provision of intelligent
information to citizens about traffic systems, transportation, public safety, smart
parking, smart agriculture, and more [30].

2.4. Attacks of Federation learning:

There are several types of attacks that affect the collaborative learning process in edge-
fed federated learning, the most important of which are Byzantine attacks and poisoning
attacks. A Byzantine attack occurs when a fully trusted node becomes malicious after all
authentication and verification procedures have been successfully completed [14]. If some
nodes are compromised, attacked, or disrupted, the entire federated learning system
collapses [16]. A poisoning attack, which is an injection attack during the federated
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learning training process, falls into two categories: data poisoning and model poisoning.

[31].
Table 1. Summary of attacks in federation learning
References Attack types Description Attackers
Th ttacks i t "backdoor" ..
G. Shirvani, S. ¢ attac ?r 1nco.rp0.ra s a acedoort or Malicious agents (who
- concealed trigger within the model. The model .
Ghasemshirazi, and Backdoor Attacks i . . manipulate local
N operates effectively with certain data sets but
B. Beigzadeh [27] . . data/updates).
has failures with others.
T. Li, A. K. Sahu, A. . This type seeks to obtain more sensitive or Central server, other clients,
Privacy/Data . . . . .
Talwalkar, and V. confidential information regarding raw customer or external monitors
. B Inference Attacks . . .
Smith [13] training data. intercepting traffic.
G. Shirvani, S. Model Sabotage Disseminating harmful or deceptive local Malicious agents
Ghasemshirazi, and Attacks updates. The objective is to markedly diminish N gents

B. Beigzadeh [27]

the model's accuracy.

(unauthorized participants) .

Albshaier, L.,
Almarri, S., &
Albuali, A.[30]

Communication
bottlenecks

Overcrowded wireless communications results in
the loss of model parameters or heightened
latency. This may be exploited or merely impede
convergence, so dramatically undermining
system reliability and security.

Environmental factors (such
as unstable networks) or
malicious clients (such as
overload) can
contribute to this issue.

network

2.5. Defenses of Federation learning:

The client may sometimes, intentionally or unintentionally, make a mistake in the

training system designed for federation learning, leading to atypical behaviors. These

atypical behaviors must be mitigated to avoid negative consequences. Several solutions

have been proposed, primarily related to the secure training process for federation

learning. Researchers have developed attack detection strategies using a pre-trained

model, anomaly detection, and a pre-trained server-level autoencoder to identify
anomalous model weight updates and their sources [14].

Table 2. Summary of defenses in federation learning

Attack
Targeted Solution Descripti R h S
argete Defense/Proposed olution Description esearch Source
Algorithms (such as median or truncated
L Efficient ~ Assembly average) are used to calculate the average of the Albshaier, L.,
Model Poisoning L .
and Backdoor Attacks Methods model to detect any malicious or unwanted Almarri, S., &
° " updates sent by clients, thus preventing model Albuali, A. (2025).
corruption
. An encryption protocol that allows a central Shirvani, G.,
. Secure Multiparty . -
privacy/Data Inference C ting (SMPC) server to compute the assembled model without Ghasemshirazi, S., &
Attacks omputing decrypting or viewing model updates sent by Beigzadeh, B. (2024,

clients.

October).

Connection Bottlenecks/High
Latency:

Model Compression:

Applying techniques such as quantization and
others to reduce the size of the model and its
updates significantly reduces communication
costs and network latency.

Albshaier, L.,
Almarri, S., &
Albuali, A. (2025).

An adaptive scheme to dynamically set the

Xiang, T., Bi, Y.

Failures/Heterogeneity

Connection Dynamlc. Era number of .local trinn.lng epochs performed by Chen, X, Liu, Y.
. Modulation each machine, reducing the total number of
Bottlenecks/Transaction Loss L . Wang, B., Shen, X., &
communication rounds required for model .
Wang, X. (2023).
convergence.
si Igorithmic i i ke bl
System Computational E:;nng;na gr(;:itlie:]tc t;te:sit:‘v(:noﬁuigei iatdj‘:f: Li T, Sahu, A. K.,
v Encoder € * | Talwalkar, A, &

ensuring that overall training speed is not
affected by the slowest participants.

Smith, V. (2020).

2.6 Challenges of Federation learning:

Figure 4. illustrates several issues that may arise in this domain, such as data imbalance
and costly connections. The issues discussed in this section are enumerated below.
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Fig 4. Challenges in Federation Learning

2.6.1 Imbalanced Data: We categorized these FL imbalances into three distinct groups
for enhanced differentiation [13]:
a) Size imbalance: when the dimensions of each edge node's data sample are
inconsistent.
b) Local imbalance: This is sometimes referred to as non-identical distribution or
independent distribution, as not all nodes possess the same data distribution.
c) Global imbalance: represents a dataset characterized by class imbalance
throughout all nodes.
2.6.2 Expensive Communication: FL networks theoretically included an immense number
of devices (such as millions of laptops and mobile devices), and network connectivity may
be computationally intensive and slower by several orders of magnitude. In these
networks, communication necessitates greater computational resources than
conventional data center environments [13].
2.6.3 Systems Heterogeneity: The ferreted networks exhibit inherent heterogeneity
stemming from variations in network connectivity (Wi-Fi, 3G, 4G, 5G), hardware (CPU,
RAM), power (battery level), communication, storage, and computational capabilities of
nodes[13].
2.6.4 Statistical Heterogeneity: The edges often gather and disseminate data in a non-
independent and identically distributed manner throughout the network. Cellular phone
users may employ an extensive vocabulary for predicting the subsequent word. Moreover,
the data quantity across various edges may vary, and a foundational structure reflecting
the interactions between devices and their corresponding distributions may be present.
This data generation scenario contradicts the conventional Independent and Identically
Distributed assumption of distributed optimization, increases the chance of straggler and
makes analysis, modeling, and evaluation more complex [32—34].
2.6.5 Privacy: Because unified learning only takes model updates, such as gradient
information, and not the entire dataset, it makes user data more secure. However,
broadcasting local model updates at different stages of the training process may lead to
information leakage to the main server or other malicious actors [32].

3. EDGE COMPUTING (EC):

EC is the processing of data near the data source rather than the traditional method of
pulling the data into a central cloud data center [30],[35].

EUROPEAN ACADEMIC RESEARCH - Vol. XIII, Issue 11 / February 2026
1341



Shahad Sharaf Aldeen Yahya, Dr. Essa Ibrahim Essa— Federated Learning Approaches for Edge
Computing and IoT Cybersecurity: An Investigation

This approach reduces latency, improves response time, reduces the cost of data
transmission and conserves network bandwidth through local data processing at the
network edge [4], [36-37]. It is suitable for real-time data applications such as IoT devices,
driverless cars, industrial automation [35],[38]. This method overcomes the limitations
of traditional centralized computing paradigms such as cloud computing [39].

3.1. Architecture:
Figure 5. illustrates the basic architecture of edge computing. Edge computing servers
are located closer to the user than cloud servers[40].

1

aé:n aaa aaa

Fig 5. Edge computing architecture (a survey of edge computing for the Internet of
Things).

The edge computing architecture is classified into three components: the front-end, the
near-end, and the remote end:

a) Front End: Peripheral devices, such as sensors and actuators, are located at the
front end of the edge computing architecture. The front end environment
improves user interaction, response speed, and provides real-time services for
some applications thanks to the computing power offered by numerous nearby
peripheral devices [40].

b) Near End: The processing capacity for data traffic between gateways installed
at the near end remains the highest in networks. The majority of data
processing and storage activities are transferred to the near-end environment.
As a result, users can benefit from significantly faster data computation and
storage speeds, with only a slight increase in latency [40].

c¢) Remote End: The placement of cloud computing servers at longer distances
from peripherals results in significantly higher latencies over networks.
Therefore, the cloud computing servers in the remote environment not only
offer higher computing capability and larger data storage capacity but also
enable large scale parallel data processing and knowledge extraction [41-42].

3.2. Characteristics of Edge Computing:

The notion of edge computing is summarized in three aspects, namely micro cloud
computing, fog computing and mobile edge computing [43]. They're all the same idea:
Bring computing power out of the cloud and on to the network edge[44].
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3.3 Cloud Computing vs. Edge Computing:

Cloud computing has revolutionized how data is managed and used. It provides on-
demand, self-service computing resources over the internet, without requiring users to
own any physical infrastructure, on a pay-as-you-go basis. Instead of transferring all data
to a central cloud data center, edge computing is a model where computation takes place

at or near the data source. This at-source processing reduces latency and saves
bandwidth [42].

Table 3. The difference between cloud computing and edge computing

Properties Cloud computing Edge computing
Component Virtual resource Edge node
Storage Unlimited Limited
Deployment Centralized Decentralized
Network access type Mostly WAN LAN(WLAN)
Number of computing resource location Few Many
Proximity to client device Low High

Response time Slow Fast
Connection to resource Long Short

Latency High Low

3.4. Edge Computing Applications:

a) Edge Computing in Smart Cities: Traffic, environmental, energy consumption
and safety data can be managed by a large number of IoT devices generating
big data [45]. It also helped to alleviate network congestion, speed up data
processing, and preserve privacy [7].

b) Real-Time Applications: Edge computing plays a significant role in time-critical
applications, such as self-driving cars or industrial control systems, that
further need to make decisions in real-time [45-46].

c¢) Healthcare and Remote Monitoring: Real-time patient monitoring using edge
computing has been applied especially in rural or home care. Wearable
technology, connected health devices and portable medical devices can function
at edge level by analyzing data and relaying data related to patient condition,
such as vital signs, in real time and sending alerts if there is an emergency.
This method enhances response time, which is critical for patients [45].

3.5. Challenges of Edge Computing: There are various challenges and issues would

affect the performance of edge computing, such as:

a) Processing and storage capabilities are limited: The cloud data centers that are
centralized have a much higher processing power and storage size than edge devices.
Data-intensive processing or calculations can be difficult for edge devices because
of their size and Power constraints[35].

b) Security and Schedule of Distributive Infrastructure: It’s very hard to secure and
enforce the same security posture across each of these individual node when you’re
distributed processing data on any number of machines, across various physical
locations. Network security not only protects users, but it also defines an attack
surface for every edge device, which must be provided with strong security defenses
to protect the network from being exploited which could result in unauthorized
access, malware, and data exfiltration [39].

c¢) Integration with Cloud Computing and Existing IT Systems: Integrating edge
computing solutions with cloud computing and legacy IT systems can be challenging.
Data flow between edge devices and central systems requires careful coordination,
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leading to complex challenges in data synchronization and enterprise
interoperability [30]. Managing legacy systems requires meticulous planning, often
accompanied by customized solutions to ensure compatibility with both edge and
cloud infrastructure [39].

3.6 Advantages of Edge Computing: Edge computing is suitable for real-time data
processing application, resource efficient, and privacy rad: 16 considerations for 5G user
IoT applications when deployed in the environment due to its decentralized processing
close to the data source [30],[39]. The primary profitable advantages are:

a) Lower latency and faster response time: As data is processed locally, there are
limited delays introduced in moving the data to and from a local or remote
server. The processing at the edge enables the low latency that is needed for
applications requiring instant decisions such as autonomous driving, industrial
automation and health care monitoring [35].

b) Enhanced Bandwidth: This is achieved by processing and filtering at the
source, rather than sending raw data to a central cloud for further analysis,
thus eliminating irrelevant data. Optimal bandwidth utilization reduces
transmission costs, which is highly desirable for many IoT devices that
continuously generate data.[35, 39]

¢) Enhancing Privacy and Data Security: The Nature of this type of keeping data
close to its source as owner, and does not require that hosts/sensitive data be
transmitted over potentially insecure networks. Locally processed and stored
data is less susceptible to external attacks resulting in increased privacy and
security [47].

4. THE INTERNET OF THINGS (IoT):

This architectural design simply illustrates how embedded computing devices can be
integrated with the existing internet, achieving autonomy in data collection and sharing.
This technology leverages the capabilities of the internet and extends to non-traditional
computing objects, such as physical objects embedded with sensors and software,
enabling them to communicate and interact with each other or their environment [48].
This has led to the creation of an intelligent computing platform on top of billions of
devices to solve real-world problems [49]. The components of an IoT system consist of
three basic layers: the perception layer, the network layer, and the application layer, as
illustrated in Figure 6 [50]:

Application Sexart eobronment Sumart business, Ssairt c-bealth etc.

Layer

Network 263G, Wil Satelbite Acoress CDMA #1e

Layer

Parception Semvor network,

Home aetwork ,

Layor ControlRFID, oxtewsy. ete..

Fig 6. Architecture of IOT (Cyber Security: A Review of Internet of Thing (IOT) Security
Issues, Challenges and Techniques).
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4.1. Internet of Things (IoT) Infrastructure:
The operation of the Internet of Things relies on four components, as shown in Figure 7.:

o,
0.
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o}
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Fig 7. The four main components of the Internet of Things[51]

a) Sensors: These are small, microprocessors integrated into electronic devices that
monitor or collect environmental data. Their function may be limited to reading
temperature or collecting comprehensive data, such as video recordings [52].

b) Connectivity: The sensor requires a cloud connection to communicate, for example,
a 5G network. Different strategies have been used depending on the types of devices the
user configures. Connections may include mobile networks, Wi-Fi, GPS, satellites, local
area networks (LANSs), wide area networks (WANSs), or other types [53].

c¢) Data Processing: The data is sent to the cloud and then processed, for example,
monitoring temperatures within a specified range and assessing household activity using
cameras [54].

d) User Interface: This is a basic interface used to manage IoT applications within a
specific framework. For example, if the temperature exceeds a certain threshold, a
notification is sent to the user, allowing them to monitor the temperature and adjust the
environment accordingly [55].

4.2. IoT Attacks:
The use of diverse smart devices, applications, and services makes them more vulnerable
to attack. We will examine some of the types of attacks these devices face as follows [56].

Table 4: Illustrating the attacks that Internet of Things (IoT) devices

References Category Types / Description Thread models
Stealing  devices, modifying
Sfar et al.,, 2018; Roman et al., Device High-end class, existing software, targeting
2013 Low-end class individuals, and injecting
malware.
Misuse of internal information,
Abomhara & Keien, 2015; Sicari et . theft of internal data, external
Location Internal, External A
al., 2015 scanning, and remote code
execution.
Zarpeldo et al., 2017; Alaba et al., . . Traf.fi_c a.nalysi_s,_ ealvesdropping,
2017 Access level Active, Passive modification, injection attacks,
jamming, replay attacks
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References Category Types / Description Thread models
Interruption,
Information Eavesdropping,
Lin et al., 2017; Mosenia & Jha, Modification, DoS, Jamming, Sniffing, Fake
damage L Lo
2017 Fabrication, Data Injection
level .
Replay, Man-in-
the-middle
Conti et al., 2018; Sicari et al., Credential Theft, Physical
2015 Host User, Hardware, Tampering, Hardware Trojans,
promise Software Vulnerability Exploits, Malware
Do et al.,, 2019; Zarpeldo et al., Jamming, Routing Attacks
2017 Strategy Physical, Logical Software Exploits, Authentication
Bypass
Mukherjee et al., 2017; Raza et al., | Protocol — | Disruption, DoS/DDov , Packet Dropping,
2013 based Deviation Routing Table Poisoning
Perception, .
T hol
Khan & Salah, 2018; Sicari et al., Network, Sensor Tampering , Wormhole,
Layer - . API Exploits, Malware, Weak
2015 Middleware, -
based . Authentication
Application,
Interface

Attacks targeting devices, such as those targeting high-end and low-end devices, are
categorized as follows: High-end attacks utilize powerful, fully equipped devices to target
the Internet of Things (IoT) system, while low-end attacks utilize low-power devices for
the same purpose. Site attacks represent both internal and external threats. Access-level
attacks encompass both aggressive and passive attacks [57],[568]. Information corruption
attacks include jamming, eavesdropping, modification, and replay. Host-based attacks
target users, devices, and software. Strategic attacks include physical and cognitive
attacks. Protocol-based attacks include jamming and spoofing. Layer-based attacks
encompass cognitive, network, middleware, and application-based attacks [59].

4.3. IoT Challenges:

Due to the expansion of the Internet of Things (IoT), security vulnerabilities have
emerged significantly. These vulnerabilities pose a threat to enhanced security. The
following are some IoT security challenges that need to be addressed [29].

a) Malware and Ransomware: The increasing number of IoT devices is now
exploiting the surge in malware and ransomware targeting them. Encryption
is also highly relied upon by ransomware to limit user access to devices,
damage them, and capture user data [60].

b) Cryptocurrency Botnets: The rise of cryptocurrencies has brought with it an
increase in hacking attempts to steal their assets. Even with new technologies
emerging such as blockchain to avoid the hacking risk [61].
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c) Lack of Encryption: Encryption provides a good way to safeguard data from
being accessed by the bad actors, however it is very challenging on IoT security.
Such devices do not have any limitations and can do what an ordinary computer
can do. The consequence of this is more security holes that give programmers
the ability to easily beat the security protections they need to bypass [62].

d) Micro-Attacks in the IoT: Micro-attacks pose some of the most significant
challenges in IoT security. They are harder and harder to discover, and they
can be executed without being identified. Hackers can also breach routine
operations, like printers and cameras [63].

e) Phishing Attacks: These are due to security flaws, ongoing technological
evolution, and IoT devices is one of the recent means of attacks. Signals can
apparently be sent from hackers to IoT devices to create a host of issues. It is
considered as a most prevalent type of security breach due to the fact that most
of the companies do not train their employees to keep up with the newest
phishing threats [64].

f) Weak Default Passwords: Weak default passwords are prevalent among IoT
devices. While it is good practice to change the password, some IT admins
forget to do this vital step. A simple password also makes your IoT device more
susceptible to a brute-force attack [65].

4.4. Internet of Things (IoT) Applications:

ToT is understood as a proximate cloud of objects (devices, sensors, actuators, etc.)
equipped with a digital or analog interface capable of collecting and disseminating data
that is influencing the efficiency, sustainability, and liveliness of cities [1]. In smart cities,
IoT devices are embedded in the urban infrastructure such as transportation, power
grids, and streets to form a pervasive network, in which data is constantly collected,
transmitted, and processed. This fabric allows for more informed decision-making and
streamlined processes for city officials, and better services for citizens [66]. The IoT
enables the transformation of cities to not only high-tech but also more sustainable,
resilient, and tailored to the need of their inhabitants through data-driven paradigm [28].
Application of IoT in smart city brings several advantages such as increase in efficiency.
Several city processes can be monitored and controlled in real-time due to IoT devices
that facilitate a quick reaction to environmental conditions. Intelligent transportation
systems can take advantage of IoT data to enhance the management of traffic congestion
[36].

5. CYBERSECURITY:

Security is the process of providing assurance that matter is protected against the risk
of physical or non-physical destruction, unauthorized access, theft or loss via the
maintenance of confidentiality, integrity and availability of information relevant to that
matter [67], [68]. Due to higher risk of potential data loss or other types of cybercrime,
many small business owners are anxious about their online presence or the take up of
modern technology advancements. That said, there are measures you can take to shield
your organization and your customers from these threats [67].
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5.1. Challenges of cybersecurity

In discussions regarding cybersecurity, a pertinent question arises: "What are we striving

to protect ourselves against?" There are three primary features we find burdensome in a

resistor [19]:

a) Unauthorized Access.
b) Unauthorized Deletion.
¢) Unauthorized Modification.

An essential definition pertinent to cybersecurity is CIA. CIA represents Confidentiality,

Integrity, and Availability. It is stipulated that secret content must be securely

maintained and safeguarded against alterations by unauthorized individuals [23]. It

must be accessible when required for authorized users. The CIA triad should be a

fundamental component at the organizational level when formulating information

security and cybersecurity policies [51],[68]:

a) Confidentiality: Confidentiality is the safeguarding of personal information.
Confidentiality entails safeguarding a customer's information exclusively between
the client and oneself, without influence from others, including coworkers,
acquaintances, or relatives. Assaults are [19]:

1. Decrypting encrypted data.

2. Human, during the intermediate assaults on unencrypted text.
3. Data exfiltration / illicit duplication of confidential information.
4. Remediating spyware or malware on a server.

b) Integrity: In the context of computer systems, pertains to methods ensuring that
data is accurate, reliable, and protected from unauthorized alterations. Assaults are
[69]:

1. Web exploitation for malware deployment.

2. Illegitimately accessing servers and altering records.
3. Unauthorized database fraud.

4. Exerting remote control over Zombie systems.

c¢) Availability: In the context of a computer system, availability refers to the capacity
of a user to access data or resources in a specified environment and in the correct
format. Assaults are [19]:

1. DOS/DDOS attacks.
Ransomware assaults necessitated the encryption of critical data.
Intentionally sabotaging the power supply of a server room.

oL

Overwhelming a server with an excessive number of requests

5.2. Attacks of Cybersecurity:

a) Malware: Malware encompasses a number of threats, including viruses and worms,
described as malicious code that often steals data and degrades computer software [70].
b) Phishing: Phishing in the guise of a legitimate request for information from a
trustworthy third party Phishing attacks are initiated via email, prompting individuals
to click on a link and input personal information. Emails have become far more
sophisticated in recent years, complicating the ability of certain individuals to distinguish
between accurate information and falsehoods [70].

c) Password Attacks: The Middleman is attempting to get unauthorized access to our
system by monitoring user passwords and personal information without our knowledge
[70].
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d) Distributed Denial-of-Service (DDoS) attacks: These attacks disrupt network services.
Sniffers transmit large amounts of data, creating numerous connection requests to the
network, causing it to become overloaded and eventually crash [70].

6. Summary of Previous Studies:

The table below presents a systematic collection of information on previous studies,
categorized by publication year, main objective, methodology, data type, field, challenges,
research problem, main findings, and research gap. This comparative analysis is a useful
step in identifying shortcomings in the current literature and addressing incomplete
aspects of previous studies.

Table 5: The summary of some review studies

) Publ - - Challenges\. A
Title Public ublie Main Objective Methodology Data Type Field natlenges Main Findings Research Gap
Year Problem
To provide a Bandwidth load, | Summarizes Need Tor
comprehensive slow  response, | current practical,

LAn Overview on

n O overview  of  Edge . N Edge Computing | poor se and | techniques and | applied

Edge Computing | 2020 " Survey/Overview TheoreticalLiterature - : .

Computing (EC) (EC) privacy in | identifies future | solutions to the
Research : )
research  and  its traditional cloud | research identifie
challenges. computing. challenges.
To discuss cybersecurity c threats
. . © ciscuss cybersecurity . The  significant | Coroon PO L pited to the
2.Cyber Security guidelines and threats ) IoT ! (DoS,  viruses) 3
" 2019 Review Paper Theoretical Literature o security  anxiety mentioned
with 0T in the context of the Cybersecurity : and basic
- introduced by IoT. basic areas.
Internet of Things (IoT). protection
methods.

3.Cyber Security: -

y Necessity  for

A Review of Comprehensive

. " Rising developing

Internet of To review IoT security ) ) review of threats,

. ¢ Theoretical/Statistical IoT cybercrimes  and sustainable

Things  (IoT) | 2019 issues, challenges, and | Review ) vulnerabilities, )

N N (Crime Stats) Cybersecurity the urgent need to and  effective

Security Issues, techniques. and  defensive

. secure cyberspace. security
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solutions.
Techniques
Increasing Results  are
40T from cyber To focus on the number of IoT limited to the
Master's  Thesis: . ~
security cybersecurity Operational Case Data | ToT devices and  the ) single  case
o . Conceptual + i . recommendations
perspective Case | 2018 perspective of 10T | PEERIE ] (Risk assessment/Pen | Cyberseeurity, need to seoure | b | study
ractic se v si
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JYVSECTEC and apply a case study. ¥ vulnerabilities protection (JYVSECTEC)
administrative
and attacks. ; .
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Sinternet  of Need for
N : effective
Things  (IoT) A systematic review of The challenge of | Reviews  key
g . ‘ solutions ~ for

Cybersecurity ToT cybersecurity, - . protecting  and architecture, .

; : b Systematic ) IoT ! " integration

Research: A 2018 including architecture, . Theoretical/Literature N integrating taxonomy,  and

° Review Cybersecurity and protection

Review of taxonomy, and  key :

Current Research countermeasures. smart devices. for ToT. °
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devices.
Bullding  a
6.Federated To provide a The immaturity of | Identifies  the | secure

Learning: comprehensive . . FL  and  the attack  surface environment
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) b Review i
Opportunities, Federated Learning privacy proposed defense widespread
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> Research gap in
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) Public e Challenges\ R
Title Public ublie Main Objective Methodology Data Type Field allenges Main Findings Research Gap
Year Problem
for  enhancing enhance security inloT- | on  Federated challenge of | security, preserving
security in enabled EC | Hybrid  Deep heterogeneity intrusion intrusion
internet of things environment. Learning) when detection, and | detection
enabled  edge implementing FL. | overcomes models in both
computing heterogeneity. homogeneous
environment and
heterogeneous
IoT
environments.
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) ) Need to solve
To minimize the wall- relationship
11.Heterogeneity Mathematical Resource  and the non-convex
clock convergence time ° : between  the
-Aware Federated : Modeling ~ and § Federated statistical problem  of
of FL by adapting the : Mathematical/Experi ’ ! number of e
Learning  with N § Analysis Learning (FL) in | heterogeneity in minimizing FL
; 2023 Local ~Epoch  Size, mental (for training  rounds ne
Adaptive  Local (Deriving Edge EC environments training  time
e considering both convergence analysis) ) and local epoch
Epoch Size in Convergence Computing. causing long FL while
. resource and statistical . . size under non- .
Edge Computing Upper Bound) training time. maintaining
heterogeneity. 1D data
accuracy.
distribution.
Tdentifies threats
(hardware Need for better
. To survey current IoT :
12.Cybersecurity Device resource | vulnerabilities, trade-offs
cybersecurity  threats
Challenges  and constraints, network attacks, | between
‘ and explore emerging h :
Solutions in . N IoT network privacy 9 | security,
2018 solutions  (lightweight | Survey T jteratur _
Internet of e e C b and s | performance,
Things (IoT) eneryption, blockehain, and diverse attack trade-off and scalability
. Aldriven  anomaly ) .
Networks surfaces in IoT. between security, | in IoT
detection).
performance, and | deployments.
scalability.

Analysis of 70 studies has shown that integrating federal learning with edge computing
is a promising approach to addressing the security and privacy challenges of IoT systems.
The studies also demonstrated that decentralized training using edge computing
significantly reduces the risk of data leaks compared to centralized models. This
enhances the ability to detect threats and anomalies in real time due to the processing's
proximity to the data source. Moreover, the results reveal that federated learning
achieves a good accuracy under a wide range of non-IID degree in cross- device scenario,
since it strikes a good balance between model accuracy and communication efficiency.
Studies also validate that decentralized architecture mitigates single point of failures,
hardens against attacks but it struggles with constrained computational resources of
edge-based architecture, power fluctuations, and interruptions of connectivity. While
there are some benefits to federal learning, it comes with a number of threats. Since it is
more vulnerable to poisoning attacks, gradient manipulation, and even data recovery
from updates, it is necessary to combine it with other security techniques such as
differential encryption, secure clustering, and verification of update integrity. The
studies find that the paths for good progress toward the future are to design and enhance
hybrid architectures that leverage edge computing with the efficiency of the cloud, and
to address the issue of clustering and its bias due to its distribution, also considering the
need to enable FL to work in highly dynamic and large IoT environments, for maintaining
cyber security and enhancing the trustworthiness of intelligent systems.
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